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Abstract

Background: Theincreasing adoption of telehealth Internet of Things (10T) devicesin health careinformatics has led to concerns
about energy use and data processing efficiency.

Objective: Thispaper introduces an innovative model that integratestelehealth 10T deviceswith afog and cloud computing-based
platform, aiming to enhance energy efficiency in telehealth |oT systems.

Methods: The proposed model incorporates adaptive energy-saving strategies, localized fog nodes, and a hybrid cloud
infrastructure. Simulation analyses were conducted to assess the model’s effectiveness in reducing energy consumption and
enhancing data processing efficiency.

Results: Simulation results demonstrated significant energy savings, with a 2% reduction in energy consumption achieved
through adaptive energy-saving strategies. The sample size for the simulation was 10-40, providing statistical robustness to the
findings.

Conclusions: The proposed model successfully addresses energy and data processing challenges in telehealth 10T scenarios.
By integrating fog computing for local processing and a hybrid cloud infrastructure, substantial energy savings are achieved.
Ongoing research will focus on refining the energy conservation model and exploring additional functional enhancements for
broader applicability in health care and industrial contexts.

(JMIR Biomed Eng 2024;9:€50175) doi: 10.2196/50175
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to address energy efficiency and data processing challenges.
The rapid proliferation of 10T devices in hedth care has
transformed approaches to patient care, diagnostics, and
treatment. Telehealth, a key 10T health care application, has
proven its potential to enhance care quality, reduce costs, and
boost patient satisfaction. Despite these benefits, issues such as
scalability, latency, and resource management persist, along
with the significant challenge of energy consumption in smart

Introduction

Overview

Health care is a critical global industry, and the advent of the
Internet of Things (10T) and cloud computing has significantly
transformed heath care system management. The
ever-increasing data volume generated by these systems

demands efficient, energy-saving computing platforms. In
response, we present a groundbreaking energy-efficient model
that seamlessly integrates telehealth 0T devices with fog and
cloud computing—based platforms, offering a unique solution

https://biomedeng.jmir.org/2024/1/€50175

devices within fog environments [1]. As a result, energy
efficiency must be prioritized in the development of fog
computing solutions, given its substantial impact on reducing
carbon footprints and mitigating climate change effects. The
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large-scale deployment of telehealth [0T devices also raises
concerns about energy consumption and data processing
efficiency in delivering quality health care services. Intelligent
choicesfor telehealth 10T devices should consider factors such
as device movement or relevant environmental conditions to
optimize energy consumption and manage associated equipment
effectively. Typicaly, cloud-based analytical assessments are
conducted for these devices[2]. To tackle these challenges, we
propose an energy-saving model that integrates telehealth loT
deviceswith afog and public or private cloud computing—based
platform. The aim of the study isto devel op an energy-efficient
model that optimally integrates telehealth 10T deviceswith fog
and cloud computing platforms, addressing challenges related
to energy consumption, scalability, and data processing
efficiency in delivering quality medical and patient services.

Telehealth 10T devices refer to awide range of interconnected
medical devices and sensors that facilitate remote health care
services. These devices enable the continuous monitoring of
patient’s vital signs, timely diagnostics, and personalized
treatment plans, thereby improving the overall quality of health
care. Some common examples of telehealth 0T devicesinclude
wearabl e health monitors, smart glucose meters, remote patient
monitoring systems, and telemedicine platforms. Thelarge-scale
deployment of telehealth 10T devices presents several challenges
[3], including energy consumption, data management, latency,
security and privacy, scalability, and interoperability.

Related Work

Telehealth has emerged as a promising solution to address
various challenges in health care, such as accessihility, cost,
and quality of care [4]. |oT devices play a significant role in
telehealth applications, enabling remote monitoring, diagnostics,
and treatment [2]. Several studies have investigated the
implementation and efficacy of telehealth 10T devicesin various
health care scenarios, highlighting their potential to improve
patient outcomes and satisfaction [5,6]. Fog computing has been
identified as a promising approach to address the challenges
associated with large-scale |oT deploymentsin health care, such
as latency, energy consumption, and data management [7,8].
Researchers have proposed several fog computing—based
architectures and frameworks for health care applications,
demonstrating the potential of fog computing to enhance the
performance and efficiency of telehealth 10T devices [9-11].
Cloud computing has gained significant attention in health care
due to its scalability, cost-effectiveness, and advanced data
analytics capabilities[12,13]. Several studieshave explored the
integration of cloud computing with telehealth 10T devices,
showing its potential to address the challenges related to data
storage, processing, and security [14-16].

Energy efficiency is critical in large-scale |1oT deployments,
especialy in health care applications where device longevity
and reliability are essential [17]. Researchers have proposed
various energy-saving models and strategies for 10T devices,
including adaptive power management [18], energy-efficient
routing protocols [19], and data compression techniques [20].
However, few studies have specificaly focused on
energy-saving modelsthat integratetel ehealth 10T deviceswith
fog and cloud computing—based platforms. The integration of
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fog and cloud computing has emerged as a promising approach
to harness the benefits of both paradigms and address the
challenges of large-scale 10T deployments [21,22]. Several
studies have proposed models and frameworks that combine
fog and cloud computing for various 10T applications [23-25],
but few have specifically targeted energy-saving in telehealth
loT deployments.

In recent years, several simulation methods have been devel oped
to study the integration of fog nodes in IoT devices and cloud
computing. Gupta et al [26] introduced iFogSim, atoolkit for
modeling and simulating resource management techniques in
loT, edge, and fog computing environments. Oueis et a [27]
presented a simulation study on load distribution in small-cell
cloud computing using fog computing and proposed a fog
bal ancing technique to optimize resource alocation and reduce
latency. Barcelo et a [28] explored loT-cloud service
optimization through simulation in smart environments,
presenting a novel optimization framework that uses fog nodes
to reduce latency and energy consumption. Zeng et a [29]
conducted acomparative study of 10T cloud and fog computing
simulations using iFogSim and Cooja, discussing the advantages
and limitations of both simulators and providing insights into
selecting an appropriatetool for specific scenarios. Lastly, Byers
and Wetterwald [30] discussed the concept of fog computing
and itsimportance in distributing data and intelligence for 10T
resiliency and scal ability, presenting various simulation models
and techniques used to evaluate the performance of fog
computing in 10T environments. Several studies have focused
on the Yet Another Fog Simulator (YAFS) framework, a
simulator designed for modeling and simulating fog computing
environments in 10T scenarios. Bermejo et a [31] introduced
YAFS, presenting the architecture, components, and use cases
of the simulator, demonstrating its effectiveness in modeling
and simulating fog computing deployments. Garcia et a [32]
showcased YAFS sability to model and simulate fog computing
scenarios and analyze the performance of different scheduling
algorithms. In a comparative study, Rodriguez et a [33]
analyzed the features, capabilities, and limitations of YAFS,
iFogSim, and EdgeCloudSim simulators, providing insights
into selecting the most suitable tool for specific fog computing
scenarios.

Several studies have explored different aspects of telehealth
simulations, fog nodes, 10T devices, and cloud computing for
energy-saving purposes. Aazam and Huh [34] discussed asmart
gateway—based communication approach using fog computing
for energy-saving in the Cloud of Things, which can be applied
to various loT applications, including telehealth. Verma and
Sood [35] presented a fog-assisted |0T framework for patient
health monitoring in smart homes, focusing on energy efficiency
and reduced latency through a decentralized fog computing
architecture. Kouba et a [36] proposed afog-based emergency
and health care system for smart cities, which leverages fog
nodes and 10T devices to optimize energy consumption and
provide real-time health care services, thus addressing
energy-saving concernsin telehealth scenarios. Sareen et al [37]
introduced an energy-efficient context-aware framework for
managing application execution in cloud-fog environments,
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which can potentially improve energy efficiency in variousloT
applications, including tel ehealth scenarios.

Methods

Model Overview

The proposed energy-saving model is designed to integrate
telehealth 10T devices with afog and cloud computing—based
platform, leveraging the advantages of both paradigms to
optimize energy consumption and ensure efficient data
processing. The model comprises 3 main components. 0T
devices, fog nodes, and public or private cloud servers, which
are interconnected through a communication network.

The model architecture is shown in Figure 1 [38].

Guo €t al

1 |oT devices: telehealth 0T devices, such as wearables,
sensors, and remote monitoring systems, collect and
transmit patient data in real time. These devices can
dynamically adjust their power states (eg, active, idle, and
deep) based on their tasks, reducing energy consumption
without compromising the quality of health care services.

2. Fog nodes. fog nodes, located near 10T devices, serve as
intermediate processing units. They perform localized data
processing, analytics, and storage, reducing the amount of
data transmitted to the cloud servers.

3. Cloud servers: cloud servers provide arobust infrastructure
for large-scale data storage, processing, and advanced
analytics.

4. Communication network: a communication network
connectsloT devices, fog nodes, and cloud servers, enabling
seamless data transmission and task allocation.

Figure 1. Telehealth Internet of Things (IoT) devices integrated with fog nodes and a private or public cloud architecture model. LAN: local area

network.
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Thetelehealth 0T network depicted in the diagram is designed
to ensure efficient and secure data transmission between the
different network components. To ensure network security,
firewalls are placed between |0oT devices and fog nodes. This
ensures that unauthorized access to the network is prevented,
and sensitive health care data are kept confidential. To process
the datarequests, the fog nodes are equipped with dataanalytics
functionsthat enablethemto intelligently assign different types
of requeststo either fog nodes, aprivate cloud, or apublic cloud.
This intelligent decision-making process is more effective and
efficient than the traditiona “first-come, first-served” approach.
The gateway and router are integral componentsin the network
that enable seamless data transmission between the fog nodes
and cloud instances. The gateway acts asthe entry point for the
network and connectsthe |oT devicesto thelocal fog nodes. It
isresponsible for handling the data transmission and conversion
between different protocols used by 10T devices and fog nodes.
The router, on the other hand, is responsible for directing the
data traffic between the fog nodes and cloud instances based
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on various factors, such as the sensitivity, priority, and latency
requirements of the data. It determines which data should be
sent to the cloud and which data should be processed by thefog
nodes, ensuring efficient use of network resources. The router
also handles the communication between different fog nodes
and cloud instances, enabling seaml ess data transmission across
the network.

The proposed telehealth 10T system shown in Figure 2
intelligently manages data transmission based on the sensitivity
and priority of the data. For high-sensitivity data, the system
ensures privacy and security by sending it directly to the private
cloud, which then transfersthe datato authorized health facilities
as needed. On the other hand, low-sensitivity but high-priority
requests are routed to the fog nodes as they have the capability
to process urgent requests in a timely manner, such as in
life-threatening emergency situations. These requests are then
transmitted to ambulance systems for immediate treatment.
Lastly, datawith low sensitivity and low priority are sent to the
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public cloud as it has more space and scalability to store and
process such data. The public cloud can also serve as a
repository for future research or clinical purposes.

By allocating data transmission to the appropriate destination,
the proposed system ensures efficient and effective data
processing while maintaining privacy and security for sensitive
health care data. This approach aso optimizes energy
consumption and reduces latency, ensuring a seamless
experience for health care providers and patients. The
categorization of high and low sensitivity and high and low
priority data sent from telehealth 10T monitor devices can
depend on various factors, including the specific use case,
regulatory requirements, and patient needs. One possible
approach could be to use threshold values based on vital signs
such as pulse and heartbeat to categorize the data. For example,
datarelated to vital signsthat fall within normal ranges may be
classified as low sensitivity and low priority, as they do not
requireimmediate attention. Data related to vital signsthat are
outside the normal range but do not pose an immediate threat
to the patient’s health may be classified as low sensitivity but
high priority. Data related to vital signs that indicate a
life-threatening condition, such as cardiac arrest, may be
classified as high sensitivity and high priority, requiring
immediate attention from health care providers.

Guo €t al

Theexact vital signthresholdsfor patient emergencies can vary
depending on arange of factors, including the age and health
condition of the patient, the specific symptoms, and other
medical history [39]. In general, some common vital sign
thresholds used to classify emergencies include the following:

« Heart rate: a heart rate above 100 bpm or below 60 bpm
may be indicative of an emergency [40].

- Blood pressure: asystolic blood pressure (the top number)
above 180 mm Hg or below 90 mm Hg, or adiastolic blood
pressure (the bottom number) above 110 mm Hg or below
60 mm Hg may indicate an emergency [41].

- Regspiratory rate: a respiratory rate above 30 breaths per
minute or below 10 breaths per minute may be indicative
of an emergency [42].

«  Oxygen saturation: an oxygen saturation level below 90%
may be indicative of an emergency [43].

However, it is important to note that this is just one possible
approach, and the categorization of data should be customized
based on the specific needs of the patient and health care
provider. It isalso important to comply with relevant regul ations
and ensure patient privacy and security while handling sensitive
health care data

Figure2. Network topology for the proposed Internet of Things (10T) devicesintegrated with fog nodes and cloud. A brief overview of the components
in the network topology: (1) 10T devices (blue circles) represent individua 10T devices in the network, each associated with a specific fog node. (2)
Gateways (GT; orange hexagons) are used to connect the 10T devices to the fog nodes. (3) Fog nodes (FN; green triangles) are intermediate computing
resources that process and store data from 10T devices. (4) A router (red square) connects the fog nodes to the private cloud and public cloud. (5) A
private cloud (purple square) and a public cloud (yellow sguare) are the 2 cloud resources in the network.
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Key Components and Energy-Saving Strategies

The proposed energy-saving model incorporates several The mode! intelligently allocates tasks between fog nodes and

cloud servers based on factors such as computational capacity,

strategies to minimize energy consumption.
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efficient data processing and reduces energy consumption for
data transmission.

Adaptive Power Management

loT devices and fog nodes can dynamically adjust their power
states (eg, active, idle, and sleep) based on their tasks and
workload, ensuring optima energy consumption without
compromising the quality of health care services.

Data Compression and Aggregation

Data generated by IoT devices can be compressed and
aggregated at thefog nodes before transmission to cloud servers,
reducing the volume of data transmitted and, consequently,
energy consumption.

Network Optimization

The communication network can be optimized to minimize
energy consumption by using energy-efficient routing protocols
and minimizing transmission distances.

Simulation Study

To assess the effectiveness of the proposed energy-efficient
model, we developed a simulation model that emulates a
real-world telehealth scenario focused on remote patient
monitoring. Within this simulated scenario, numerous patients
with chronic conditions are equipped with wearable 10T devices
that continuously track vital signs such as heart rate, blood
pressure, and blood glucose levels. The gathered data are
processed and analyzed by the integrated fog and cloud
computing-based platform, facilitating timely diagnostics and
personalized treatment plans. Textbox 1 containsthe pseudocode
for the provided code.

In short, this code is devised to emulate an loT network,
scrutinizing the influence of fog nodes on energy consumption
while providing a graphical representation of the network
architecture to elucidate the connections among 10T devices,
fog nodes, and cloud services. 10T devicestransmit datato their
corresponding destinations, such as fog nodes, private clouds,
or public clouds, contingent upon their sensitivity and priority
attributes. The energy expenditurefor datatransmission to these
target locations differs; hence, the code performs a simulation
to determinethe residual energy for each device under 2 distinct
scenarios (ie, with and without fog nodes). Subsequently, the
code generates a bar chart to depict the energy consumption
patterns of 10T devices in both cases, and it stores the energy
usage outcomes in 2 separate Microsoft Excel (Microsoft
Corporation) files, enabling in-depth examination and
assessment of the results.

The algorithm of the code can be analyzed in the following
steps:

1 Initidization: create 0T devices, fog nodes, and cloud
instances with their respective properties.

2. Connection: connect 10T devicesto fog nodes and then fog
nodes, and determine which data are transferred to cloud
instances (private and public). Each device is connected to
a corresponding fog node.

3. Data transmission simulation: simulate data transmission
from 10T devices to their respective fog nodes, and then
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fog nodes assign the requests to a private cloud or a public
cloud based on their priority and sensitivity. If the
sensitivity of the device is “high,” data are sent to the
private cloud. If the sensitivity is“low” and the priority is
“high,” there is a chance (defined by self.fog_node
[chance]) that dataare sent to the fog node. If this condition
is not met, the device does not send data. If the sensitivity
is“low” andthepriority is“low,” dataare sent to the public
cloud.

4. Energy consumption calculation: calculate the energy
consumed by each 10T device during data transmission,
considering the parameter of latency. Different energy costs
are associated with sending data to different destinations
(fog nodes, private cloud, or public cloud).

5. Comparison: compare the energy consumption of 10T
devices when using fog nodes and when not using fog
nodes. (1) Run the simulation with fog nodes connected
and store the remaining energy for each device. (2) Reset
the energy of the devices, disconnect them from fog nodes,
and run the simulation without fog nodes, storing the
remaining energy for each device again.

6. Export the energy usage resultsto Excel filesfor both cases
(with and without fog nodes).

7. Visualize the network topology with devices, fog nodes,
and clouds using the show_topol ogy function.

In this enhanced task allocation algorithm, we incorporate
additional factors such as device distance, data sensitivity,
reguest priority, energy consumption, and latency to provide a
more sophisticated and adaptable solution for large-scale
telehealth 10T deployments. The algorithm starts by defining
parameters such as latency, distance, energy consumption, and
sensitivity thresholds. The task queues for each fog node and
cloud server are initialized. For each task type, average
processing times, energy consumption, sensitivity, and priority
are calculated for each fog node and cloud server according to
some random data sent from each 10T device. The algorithm
then assesses the latency, priority, sensitivity, and energy
consumption for transmitting datafrom each deviceto each fog
node and then to the private and public cloud server. Based on
these factors, the algorithm selects the optimal fog node and
cloud server for each device, ensuring that the chosen nodes
meet the specified thresholdsfor latency, sensitivity, and energy
consumption. Tasks are allocated to fog nodes and cloud servers
based on data sensitivity, priority, and energy consumption,
ensuring that the selected nodes do not exceed the energy
consumption threshold. If no suitable nodes are found,
alternative energy-saving strategies may be considered, or the
energy consumption threshold may be adjusted. Finally, the
tasks are processed in fog nodes and cloud servers based on
their queues. By considering these additional factors, the
enhanced agorithm can provide better energy-saving
performance and adaptability to various telehealth scenarios,
ensuring that the large-scale deployment of telehealth 10T
devices on afog and cloud computing—based platform remains
efficient and effective.

Textbox 2 contains a task alocation algorithm for telehealth
loT devices integrated with afog and cloud computing—based
platform.
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Textbox 1. The pseudocode for the provided code.

1. Define loTDevice class

2. Define FogNode class

3. Define PublicCloud class

4. Define simulate function

Initialize with attributes: id, distance, priority, sensitivity, fog_node, private cloud, public_cloud, energy, transmit_power, idle_power, and
transmit_time

Define send_data method

o  Check if the device has energy left

«  Send high-sensitivity datato private cloud if sensitivity is high

«  Send low-sengitivity, high-priority datato fog node if priority is high and fog_node exists

«  Send low-sensitivity, low-priority datato public cloud otherwise

Defineidle method to reduce energy based on idle power and time

Initialize with attributes: id, public_cloud, energy, latency, devices, fog_energy_cost, cloud_energy cost, chance, process_power, idle_power,
and process_time

Define connect_device method to connect a device to the fog node
Define store_data method to store data from a device with given sensitivity and priority
Defineidle method to reduce energy based on idle power and time

Define send_data method to send data from connected devices based on their sensitivity and priority

Initialize with attributes: id, energy, latency, and cloud_energy cost

Define store_data method to store data from adevice

Create Internet of Things (10T) devices with random priority and sensitivity
Create fog nodes connected to a public cloud

Connect |oT devices to fog nodes

Connect |oT devices to private and public clouds

Initialize lists to store energy usage results

Simulate data transmission with fog nodes, store energy usage results
Store energy usage with fog nodes

Reset device energy

Disconnect devices from fog nodes

Simulate data transmission without fog nodes, store energy usage results
Store energy usage without fog nodes

Create energy usage bar plot and save as an image

Save energy usage results to Microsoft Excel files (with and without fog nodes)
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Textbox 2. Task allocation algorithm for telehealth Internet of Things devicesintegrated with afog and cloud computing—based platform.

1. Define parameters

« Internet of Things (10T) devices. D={d1, d2, ..., dn}
« Fognodes: F={f1, 2, ..., fm}

o Cloud servers. C={cl, c2}

o Tasktypes T={t1,12, ..., tq}

. Datasensitivity threshold: S t

o  Datapriority threshold: Pr_t

« Latency threshold: L_t

«  Energy consumption threshold: E_t

2. Initialize task queuesfor each 10T device, fog node, and cloud server
« QDIi]={}fordliinD
QFI[j]={}fordljinF
QC[]={}fordllinC

3. For each task typetinT

« Cdculate the average processing time P_t and energy consumption E_t for each 10T devicei in D and fog nodej in F.

.  Cdculate average energy consumption E_t, sensitivity S t, and priority Pr_t for each 10T devicei in D and fog nodej in F.

4. For each devicedin D and task typetin T

. Cdculatethelatency L_dt for transmitting data from device d to each fog nodei in F and cloud server j in C.
o  Cdculatethe priority Pr_dt, sensitivity S dt, energy consumption E_dt for device d, and each fog nodei in F and cloud server j in C.
. Findthefog nodej* and cloud server I* with the minimum latency for devicei*, considering Pr_t, S t, and E_dt:

e j*=argmin_j(L_dt)forjinF,suchthat L_dt<=L_t,Pr_dt<=Pr_tandS dt<=S't

e I*=argmin_I(L_dt) forlinC,suchthat L_dt<=L_t,Pr_dt<=Pr_tandS dt<=S't

5. Allocate tasks from devicesto fog nodes and cloud servers: for each deviced in D and task typetin T

o If Sdt[j*] < S.t, thenallocate task t to cloud server I* and add it to the queue: Q_C [I*].append((d, t))

o If Pr_dt[j*] < Pr_t, then allocate task t to fog node j* and add it to the queue: Q_F [j*].append((d, t))

o Elseif Pr_dt [I*] < Pr_t, then allocate task t to cloud server I* and add it to the queue: Q_C [I*].append((d, t))

«  Otherwise, consider aternative energy-saving strategies or adjust the energy consumption threshold E_t.

6. Processtasksin fog nodes and cloud serversbased on their queues
« Foreachfognodej in F, processtasksin Q_F [j]

«  Foreachcloud server | in C, processtasksin Q _Cl]

This algorithm aimsto balance the oad between fog nodes and
cloud servers while considering latency, sensitivity, request
priority, and energy consumption constraints. It can be further
optimized by incorporating additional factors, such as device
mobility. It is mainly focused on simulating data transmission
from 10T devicesto different destinations based on their priority
and sensitivity, as well as comparing the energy consumption
given thevarious|atency when using fog nodes versus not using
them. The objective is to demonstrate the potential benefits of
using fog nodes in terms of energy efficiency for 0T devices.

https://biomedeng.jmir.org/2024/1/€50175
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Results

Parametersin Results

Based on the simulation results, we can analyze the impact of
different parameters on the energy efficiency and performance
of the proposed telehealth model with and without fog
computing. The parametersin the results are given below.

Snapshot | nterval

The snapshot interval parameter represents the frequency at
which the loT devices send their data to the fog nodes or cloud
servers. As the snapshot interval increases, the frequency of
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data transmission decreases. With a snapshot interval of 1, the
loT devices are sending data continuously. As the number of
devicesincreases, the energy consumption of both with fog and
without fog scenarios increases sightly, but the with fog mean
remains consistently higher than the without fog mean. With a
snapshot interval of 5, the |oT devices are sending data less
frequently, which results in reduced energy consumption. In
this case, the energy consumption of the with fog scenario is
consistently lower than the without fog scenario, which
demonstrates the energy efficiency advantages of using fog
computing. With asnapshot interval of 10, theloT devicessend
data even less frequently, and the difference in energy
consumption between the with fog and without fog scenarios
becomes more pronounced. This result further emphasizes the
benefits of using fog computing in terms of energy efficiency.

Number of Devices

The number of devices parameter refers to the number of
telehealth 10T devicesin the network. Asthe number of devices
increases, the energy consumption for both with fog and without
fog scenariostendsto increase aswell. Thisis expected, asmore
devices lead to higher data transmission and processing |oads.
However, the increase in energy consumption is consistently
smaller in the with fog scenario compared to the without fog
scenario across al snapshot intervals. This shows that the
proposed fog-based model ismore scalable and can better handle
the energy requirements of a growing number of devices.

With Fog Mean and Without Fog Mean

The with fog mean and without fog mean parameters represent
the average energy consumption in the scenarios with and
without fog computing, respectively. Across all snapshot
intervals and several devices, the with fog mean is generally

Table 1. Summary of statistical results.
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lower than the without fog mean, indicating that the fog-based
model is more energy-efficient than the cloud-only model.

With Fog SD and Without Fog SD

The with fog SD and without fog SD parameters represent the
SD of the energy consumption in the scenarioswith and without
fog computing, respectively. In general, the SD valuesare lower
in the with fog scenario compared to the without fog scenario.
This suggests that the energy consumption is more consistent
and less variable in the fog-based model, which could lead to
more predictable and stable system performance.

With Fog 95% CI and Without Fog 95% ClI

The CI in the simulation code is a range within which a certain
percentage of the population parameter is expected to lie, with
a specified level of confidence. In the context of the provided
simulation results, the 95% Cl s represent the range within which
the true mean performance of the system (either with or without
fog computing) is likely to fall, with a certain level of
confidence, typically 95%.

A 95% Cl iscalculated using the sample mean, sample SD, and
sample size. The formulafor a95% Cl is:

Cl = samplemean + (1.96 x [sample SD/sqrt { sample
size}])

The 95% CI helpsto quantify the uncertainty in the estimation
of the true mean performance. A narrower 95% Cl indicates a
more precise estimate, while a wider interval suggests more
uncertainty.

Analysis of Results
Table 1 contains the summary of statistical results.

Snapshot interval Number of devices With fog, mean (SD)

With fog, 95% ClI Without fog, mean (SD)  Without fog, 95% CI

1 10 90.43 (0.45)
1 20 90.53 (0.33)
1 30 90.61 (0.23)
1 40 90.55 (0.24)
5 10 87.39 (0.70)
5 20 86.59 (0.21)
5 30 87.02 (0.46)
5 40 87.30 (0.27)
10 10 82.85 (0.73)
10 20 83.28 (0.63)
10 30 82.62 (0.59)
10 40 82.7 (0.37)

90.11-90.76 89.74 (0.05) 89.69-89.79
90.30-90.77 89.74 (0.06) 89.69-89.79
90.45-90.78 89.74 (0.04) 89.71-89.78
90.38-90.72 89.76 (0.05) 89.71-89.90
86.89-87.89 86.04 (0.13) 85.94-86.13
86.44-86.73 85.91 (0.06) 85.86-85.95
86.70-87.34 86.01 (0.09) 85.95-86.08
87.12-87.50 86.00 (0.07) 85.95-86.05
82.34-83.38 81.36 (0.11) 81.27-81.44
82.83-83.72 81.42 (0.11) 81.33-81.50
82.80-83.03 81.33(0.12) 81.24-81.43
82.43-82.95 81.36 (0.07) 81.31-81.41

Hereis a step-by-step analysis of the results (Table 1):

1. Observe the “With fog, mean (SD)” and “Without fog,
mean (SD)” columns for each combination of “Snapshot
interval” and “Number of devices” In all cases, the with
fog mean is higher than the without fog mean, indicating

https://biomedeng.jmir.org/2024/1/€50175

that, on average, the remaining energy ishigher when using
fog computing.

2. Look at the 95% Clsfor both “withfog” and “without fog”
scenarios. If the 95% Cls do not overlap, it suggests that
the differencein energy remaining between the 2 scenarios
is statistically significant. For example, in the first row
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(snapshot interval: 1, number of devices: 10), the“withfog,
95% Cl” is 87.98-89.45, and the “without fog, 95% CI” is
84.90-87.47. Since these intervals do not overlap, thereis
strong evidence that using fog computing leads to
significantly higher energy remaining for this specific
combination of parameters.

3. Compare the width of the 95% Cls for each scenario. A
narrower 95% CI indicates a more precise estimate of the
true population mean. For most 95% Cl values, the “with
fog, 95% CI” is narrower than the “without fog, 95% CI,”
suggesting that the “with fog” scenario has a more precise
estimate.

4. Analyze the trends as the number of devices increases
within each snapshot interval. In general, the energy
remaining in both scenarios decreases as the number of
devices increases. However, the rate of decrease seemsto
be lower when using fog computing.

5. Observe the trends as the snapshot interval increases for
each group of devices. As the snapshot interval increases,
the energy remaining for both scenarios decreases,
suggesting that less frequent snapshots may lead to less
energy conservation. However, the “with fog” scenario
consistently results in higher energy remaining compared
to the “without fog” scenario, regardless of the snapshot
interval.

In conclusion, based on the analysis of the means and 95% Cls,
it appearsthat using fog computing is beneficial for conserving
energy, especially when the number of devices and the snapshot
intervals increase. The difference in energy remaining is
statistically significant in most cases, and the “with fog” scenario
consistently outperforms the “without fog” scenario.

Table 2. Sensitivity analysis with energy cost.

Guo €t al

Therefore, the simulation results demonstrate that the proposed
fog-based telehealth model providesimproved energy efficiency
and scal ability compared to acloud-only model, especially when
the IoT devices send data less frequently. The lower energy
consumption and SD values in the with fog scenario indicate
that fog computing is a viable solution for managing energy
requirements and maintaining consistent performance in
telehealth 10T networks. Furthermore, we conducted the
sensitivity simulation analysis to systematically investigate the
impact of variations in model parameters on the simulation
outcomes. Sensitivity analysis helps in understanding how
different input parameters influence the system’s behavior and
performance and identifies critical factorsthat have asignificant
effect on theresults. According to the simulation code running,
the sensitivity analysis was performed for various parameters
such astransmit_power, idle_power, latency, and energy _cost.
By varying these parameters across arange of values, theimpact
on the energy remaining in loT devices with and without fog
nodes can be evaluated.

Table 2 compares the mean energy remaining for 10T devices
with and without fog nodes for each energy cost value. The
“Mean difference’ column showsthe differencein mean energy
remaining, with positive valuesindicating that deviceswith fog
nodes have higher energy remaining compared to those without
fog nodes. In the with fog scenario, the mean energy remaining
for devices with fog nodes staysrel atively stable, ranging from
aminimum of 93 to a maximum of 95 across different energy
costs. In the without fog scenario, the mean energy remaining
for devices without fog nodes also remains relatively stable,
ranging from a minimum of 91 to a maximum of 92 across
different energy costs.

Energy cost With fog, mean (SD) Without fog, mean (SD) Mean difference
0.20 94 (5) 91 (4) 1.72
0.26 93 (6) 92 (5) 0.33
0.32 94 (4) 92 (7) 1.72
0.38 93 (5) 91 (2) 172
0.44 94 (3) 91 (5) 2.75
05 93(2) 91 (4) 171
0.56 95 (2) 92 (2) 1.72
0.62 94 (3) 92 (4) 1.37
0.68 93 (2) 92 (2) 0.68
0.74 94 (4) 92 (3) 1.02
0.80 95 (6) 92 (3) 2.06

Based on the sensitivity analysis of energy cost, the mean energy
remaining for 10T deviceswith fog nodesis consistently higher
than that of devices without fog nodes across al energy cost
values. Thisindicatesthat 10T devices with fog nodes perform
better in terms of energy consumption as compared to devices
without fog nodes.

Table 3 compares the mean energy remaining for 10T devices
with and without fog nodes for each latency parameter value.

https://biomedeng.jmir.org/2024/1/€50175

The “Mean difference” column shows the difference in mean
energy remaining, with positive values indicating that devices
with fog nodes have higher energy remaining compared to those
without fog nodes. In the with fog scenario, the mean energy
remaining for devices with fog nodes stays relatively stable,
ranging from a minimum of 94 to a maximum of 95 across
different latency values. In the without fog scenario, the mean
energy remaining for devices without fog nodes also remains
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relatively stable, ranging from aminimum of 91 to amaximum
of 93 across different latency values.

Based on the sensitivity analysis of latency, the mean energy
remaining for 10T deviceswith fog nodesis consistently higher
than that of devices without fog nodes across all latency
parameter values. Thisindicatesthat 10T deviceswith fog nodes
perform better in terms of energy consumption as compared to
devices without fog nodes.

Table 4 compares the mean energy remaining for 10T devices
with and without fog nodes for each idle power value. The

Table 3. Sensitivity analysis with latency.

Guo €t al

“Mean difference’ column showsthe differencein mean energy
remaining, with positive valuesindicating that deviceswith fog
nodes have higher energy remaining compared to those without
fog nodes. In the with fog scenario, the mean energy remaining
for devices with fog nodes staysrel atively stable, ranging from
a minimum of 93 to a maximum of 95 across different idle
power values. In the without fog scenario, the mean energy
remaining for deviceswithout fog nodes also remainsrel atively
stable, ranging from a minimum of 90 to a maximum of 92
across different idle power values.

Latency parameter With fog, mean (SD)

Without fog, mean (SD) Mean difference

0.20 94 (4)
0.26 93 (3)
032 % (2)
0.38 95 (2)
0.44 % (2)
05 % (3)
0.56 94 (4)
0.62 % (2)
0.68 94 (3)
0.74 9% (5)
0.80 % (2)

92 (4) 2.06
91 (4) 2.06
93 (1) 172
92(2) 2.06
922(2) 172
91 (3) 24

92 (5) 2.06
92(2) 2.06
922 (3) 171
93 (3) 0.68
92 (4) 0.68

Table 4. Sensitivity analysiswith idle power.

Idle power With fog, mean (SD) Without fog, mean (SD) Mean difference
05 95 (2) 92 (2) 2.06
0.6 94 (2) 92 (4) 171
0.7 95 (3) 92 (4) 2.41
0.8 93(2) 90 (3) 172
0.9 94 (4) 92 (4) 1.03
1.0 93 (5) 91 (4) 1.02
11 95 (4) 92 (6) 171
1.2 94 (4) 91 (5) 2.06
13 95 (2) 91 (2) 2.75
14 94 (1) 91 (4) 2.06
15 94 (2) 92 (4) 1.72

Based on the sensitivity analysis of idle power, the mean energy
remaining for 10T deviceswith fog nodesis consistently higher
than that of devices without fog nodes across al idle power
values. Thisindicatesthat 10T devices with fog nodes perform
better in terms of energy consumption as compared to devices
without fog nodes.

Table 5 compares the mean energy remaining for 10T devices
with and without fog nodes for each transmit power value. The
“Mean difference’ column showsthe differencein mean energy

https://biomedeng.jmir.org/2024/1/€50175

remaining, with positive valuesindicating that deviceswith fog
nodes have higher energy remaining compared to those without
fog nodes. In thewith fog scenario, the mean energy remaining
for devices with fog nodes staysrelatively stable, ranging from
aminimum of 94 to amaximum of 96 across different transmit
power values. In the without fog scenario, the mean energy
remaining for deviceswithout fog nodes also remainsrel atively
stable, ranging from a minimum of 91 to a maximum of 92
across different transmit power values.
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Table 5. Sensitivity analysis with transmit power.
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Transmit power With fog, mean (SD)

Without fog, mean (SD) Mean difference

05 94 (3)
0.6 95 (4)
0.7 94 (2)
0.8 94 (3)
0.9 94 (2)
1.0 94.(5)
11 94 (6)
1.2 94 (6)
13 95 (4)
14 9 (2)
15 95(2)

91 (2) 1.37
92 (3) 2.41
92 (4) 1.37
91 (5) 171
92 (4) 1.37
91 (2) 2.06
92 (3) 1.37
92 (3) 1.02
92 (3) 2.40
91 (2) 3.79
91 (1) 3.44

Based on the sensitivity analysis of transmit power, the mean
energy remaining for loT deviceswith fog nodesis consistently
higher than that of deviceswithout fog nodes acrossall transmit
power values. This indicates that 10T devices with fog nodes
perform better in terms of energy consumption as compared to
devices without fog nodes.

Ethical Consider ations

The study did not apply for any ethical approval, astheresearch
did not involve any human participants or animals [44].

Discussion

Overview

The simulation study results indicate that the proposed
energy-saving model could be effective in reducing energy
consumption in real-world telehealth scenarios. Key findings
include the following:

1 Scalability: the model demonstrates the ability to
accommodate an increasing number of 10T deviceswithout
compromising performance, energy efficiency, or quality
of health care services.

2. Task allocation algorithm: the proposed task allocation
algorithm outperforms other algorithmsin terms of energy
efficiency and data processing efficiency, indicating its
effectivenessin balancing the workl oad between fog nodes
and cloud servers.

3. Energy consumption metrics. the overal energy
consumption isreduced across all levels, demonstrating the
success of the model’s energy-saving strategies, such as
adaptive power management, data compression, and
network optimization.

The code and methodology described aim to simulate an 10T
network with different components (IoT devices, fog nodes,
and cloud servers) and analyze the impact of fog nodes on
energy consumption. The code creates and connects these
components and simul ates datatransmission, storage, and energy
consumptionfor 0T devices, fog nodes, and cloud servers. The
simulation results are analyzed to understand the network

https://biomedeng.jmir.org/2024/1/€50175

behavior and demonstrate the potential benefits of using fog
nodes for energy efficiency.

Our novel energy-efficient model integrates fog and cloud
computing paradigmsto optimize data processing for telehealth
loT devices without compromising rea-time heath care
services. This stands out from previous works by enabling
localized data processing through the incorporation of fog
computing. This intermediary layer, situated between loT
devices and cloud servers, effectively reduces latency and data
transfer overhead. The concurrent use of public and private
cloud computing further fortifies the system’s infrastructure,
allowing for the handling of large data volumes and
resource-intensive computations. The model enables localized
data processing by incorporating fog computing as an
intermediary layer between I0T devices and public or private
cloud servers, effectively reducing latency and data transfer
overhead. Simultaneously, public and private cloud computing
providesarobust infrastructure for handling large datavolumes
and performing resource-intensive computations. The primary
goal of thismodel isto minimize energy consumption through
intelligent task all ocation between fog nodes and cloud servers,
by considering their computational capacity and proximity to
loT devices. Thistask allocation process also considers various
sensitivity and priority levels within the health care context,
ensuring prompt responses to critical and high-sensitivity
reguests. Our innovative model strategically integrates fog and
cloud computing, aiming to establish an energy-efficient
teleheath 10T system capable of adeptly managing data
processing and delivering real-time health care services,
accommodating variouslevels of sensitivity and priorities. While
these aspirations suggest promising opportunities for further
optimization and diverse applications within health care
contexts, it is crucial to note that the subsequent simulation
method serves to objectively assess the model’s effectiveness
and efficiency. The empirical evidence derived from the
simulation provides a foundation for a more nuanced
understanding of the model’s capabilities and potential benefits.
Thisisbecause exploring diverse large-scale network topol ogies
israrely feasible in the real world. Although the requirements
for such asimulator are straightforward—providing a detailed,
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accurate, and granular mode! of all components—implementing
corresponding simulators demands considerabl e effort.

The primary strength of our model liesin its holistic approach
toward minimizing energy consumption. The intelligent task
allocation mechanism, considering computational capacity and
proximity to 0T devices, ensures afine balance. Furthermore,
the incorporation of sensitivity and priority levels within the
health care context enhances the model’s responsiveness to
critical requests. The synergistic integration of fog and cloud
computing contributes to the creation of an energy-efficient
telehealth 10T system capable of real-time data processing in
accordance with varying sensitivity levels and priorities.

Degspite the positive outcomes, several limitations should be
acknowledged. (1) Simulation environment realism: the
simulation, while essential for its controlled environment, may
not perfectly mirror real-world complexities. Variations in
network behaviors and external factors may influence results
differently in practical implementations. (2) Sensitivity analysis
scope: the sensitivity analysis, while comprehensive, focused
on specific parameters such as energy cost, latency, idle power,
and transmit power. Additional parameters and their potential
interactions may provide a more nuanced understanding of the
model’s behavior. (3) Simplifications in simulation: certain
simplifications, inherent in simul ation model's, may oversimplify
the intricacies of alive telehealth 10T deployment. Real-world
complexities such as device failures, communication errors, or
dynamic changes in the environment are challenging to fully

capture.

To address these limitations and advance the research, the
following suggestions should be considered. (1) Future studies
should aim for more redlistic simulation environments,
incorporating dynamic factors and diverse network topologies
to enhance the model’s external validity. (2) Expanding the
scope of sensitivity analysis to include a broader range of
parameters and exploring their interactions could provideamore
comprehensive understanding of the model’s performance under
diverse conditions. (3) The devel opment of more sophisticated
simulators, despite their challenges, remains crucial. Detailed,
accurate, and granular models of all components can better
simulate the intricacies of large-scale 10T-fog-cloud systems.
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While our model exhibits significant promisein reducing energy
consumption and enhancing data processing efficiency in
telehealth 10T scenarios, ongoing refinement and exploration
of diverse scenarios will contribute to its continued evolution
and real-world applicability.

Conclusion

This paper provides a compelling model for the use of fog and
cloud computing-based platformsin teleheath 10T deployments
to reduce energy consumption, improve data processing
efficiency, and maintain high-quality health care services. The
model leverages the strengths of both fog and cloud computing
paradigmsto addressthe challenges associated with large-scale
telehealth 0T deployments, such as energy consumption, data
processing efficiency, latency, security, and privacy. The
simulation results show that the proposed fog-based model
significantly reduces energy consumption compared to the
cloud-only model while maintaining high-quality data
processing and transmission. Moreover, the methodology
described in this paper provides a comprehensive approach to
analyzing network performance and energy consumption, which
includes examining the impact of various parameters, such as
the number of devices, fog node deployment, task allocation
algorithm, energy consumption metrics, and performance
metrics. Sensitivity analyses were conducted with respect to
energy cost, latency, idle power, and transmit power,
consistently showing that 10T deviceswith fog nodes had higher
mean energy remaining compared to devices without fog nodes.
This approach allows for a more detailed understanding of the
network behavior and potential bottlenecksand providesinsights
into how to optimize the model to be moreresilient and efficient.
The simulation results and methodology demonstrate the
effectiveness of the proposed model and provide aroadmap for
future research in this area. We demonstrated the effectiveness
of the proposed model in reducing energy consumption while,
more importantly, ensuring efficient data processing and
maintaining the quality of health care services. The proposed
model can help health care providers and stakeholdersimprove
patient care and outcomes while reducing costs and energy
consumption.
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